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FOREWORD 

 

The Criminal Finances Act 2017 has introduced 
several important changes to the anti-money 
laundering regime for the reporting of suspicious 
activity under Part 7 of the Proceeds of Crime Act 
2002. In these Briefing Papers, three writers for 
The White Collar Crime Centre explore some of 
the ramifications.  
 
The common thread running through these 
papers is the extent to which the changes have 
expanded the ability of the State to intervene in 
the financial dealings of individuals and 
companies when, on further enquiry, it might 
become clear that the activity was innocent and 
unobjectionable. It is trite to observe that the 
threshold for forming suspicion under the anti-
money laundering regime is extremely low. This 
means that the suspicious activity reporting 
requirement is predicated on recognition of the 
reality that, inevitably, some innocent individuals 
and companies will find themselves the subject 
of a report. Not every individual or company is 
guilty of the activity which a third party has 
suspected them of committing.  
 
In the first Briefing Paper, Anita Clifford 
explains the new arrangements for the sharing of 
information by businesses operating in the 
regulated sector. The thrust of the paper explores 
the implications of the new arrangements on 
issues relating to privacy and data protection. The 
new legislation contemplates the transmission of 
confidential information from one regulated 
sector business to another, but there are some 
hidden consequences. Here is an additional 
question. Should financial institutions now insert 
a clause in their contracts which permits the 
sharing of information in this way? To date, there 
has not been any sectoral guidance on this point. 
 
A reading of the second Briefing Paper written 
by Ailsa McKeon leaves the reader in real doubt 
as to whether any regulated sector business will 
initiate the information sharing arrangements. 
The statutory requirements for triggering 
information sharing are tortuous, and the paper 
lays bare some very poor statutory drafting. It is 
far from clear whether information sharing can 

be initiated before a regulated sector business has 
formed a suspicion. The line of thought 
articulated in the paper is that the answer to this 
question is “yes”. Certainly, this would be 
consistent with the underlying statutory objective 
which is directed at the pooling of information 
by different businesses before filing a joint 
suspicious activity report, or “super-SAR” as it is 
becoming known. If so, this has some serious 
implications in terms of privacy and data 
protection and would render the concerns 
articulated in Anita Clifford’s paper more 
pertinent. On the other hand, there are other 
provisions in the legislation which suggest that 
the information sharing process cannot be 
triggered until a suspicion has already been 
formed. If this is correct, a suspicious activity 
report will have already been filed by the 
regulated sector business, so one asks 
rhetorically, why would the business wish to 
engage the information sharing arrangements at 
all? 
 
The third Briefing Paper written by Natasha 
Reurts explores the new moratorium provisions 
which apply after a suspicious activity report has 
been filed. The legislative change envisages an 
extension of the moratorium period for a 
maximum of 186 days. Although the moratorium 
period can be extended only by Court order, the 
potential interference with individual or 
corporate property rights is considerable. The 
paper explores in detail various aspects of the 
process which the enforcement authorities must 
follow when applying for an extension of the 
moratorium period, and it draws on other areas 
of law to discern how the courts are likely to 
respond to these applications when they are 
made. 
 
The quality of these papers is excellent and they 
are strongly commended to everybody interested 
in the operation of the anti-money laundering 
regime. The authors have raised a raft of issues 
which require serious consideration, and it is my 
pleasure and delight to endorse the work of such 
talented and committed young lawyers.  



 

 3 

The White Collar Crime hopes that the reader 
will find the papers helpfully informative, in the 
continuing quest to strike the right balance 
between the enforcement authorities having 

adequate tools to fight the malevolence of 
financial crime and the protection of individuals 
and companies where privacy and property rights 
are concerned.
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Privacy and the New Arrangements for Money Laundering Information Sharing  
 

By Anita Clifford  
 

This piece examines the new framework for information sharing in the UK regulated sector and considers the challenges that 
could arise as private entities are drawn further into the investigation of money laundering. 

 
 
In due course, a new anti-money laundering 
(“AML”) information sharing regime will be 
incorporated into the regulated sector in the 
United Kingdom.1 Section 11 of the Criminal 
Finances Act 2017 inserts sections 339ZB – 
339ZG into the Proceeds of Crime Act 2002 
(“POCA”) enabling regulated persons to request 
and share information with their regulated peers. 
Insulation from resulting claims of breach of 
confidence or contravention of data protection 
laws is ensured by section 339ZF which provides 
that a relevant disclosure òmade in good faithó does 
not breach any duties of confidence or òany other 
restriction on the disclosure of information, howsoever 
imposed.ó A formal information sharing channel 
for the regulated sector represents another string 
to the UK’s AML bow. Against this background, 
this piece examines the new sharing provisions 
and their objective, and charts the development 
of a wider emerging policy goal of promoting the 
greater involvement of private entities in 
combatting of money laundering. In its final 
section, the piece explores the challenges that 
could arise as private entities are drawn further 
into the investigation of money laundering.   
 
A formal channel    
 
The Explanatory Notes to the Bill which 
introduced the new sharing framework highlight 
that its key objective is to encourage the flow of 
information between the regulated sector and 
bring together information from multiple 
reporters into a single Suspicious Activity Report 
(“SAR”). Under section 330 of POCA, the 
regulated sector is required to disclose suspicions 
of money laundering to enforcement authorities, 

                                                      
1 Persons falling into this category include credit 
institutions, financial institutions, auditors, insolvency 
practitioners, external accountants and tax advisers, trust or 
company service providers, estate agents, high value 
dealers and casinos, see Regulation 8 of the Money 
Laundering Regulations 2017.  

a duty which, as the number of SARs processed 
by the National Crime Agency (“NCA”) 
suggests, has been embraced. Whilst there is no 
way of identifying quite how many persons are 
repeat SAR submitters or the number of SARs 
which relate to a single matter, a Europol report 
published on 5 September 2017 identified that of 
all the regulated sectors in the European Union it 
is the UK that produces the most SARs. Between 
2006 and 2014 UK SARs accounted for 36% of 
all SARs submitted across all EU Member States. 
Dutch SARs accounted for 31%. SARs 
submitted from each of the remaining states 
accounted for between 1% and 5%.2  
 
The recent data is surprising but the 
sophistication of the UK’s financial sector and its 
status, at least for the moment, as a European 
transactional hub, offers some explanation. The 
commission of a criminal offence where there is 
a failure to disclose a money laundering suspicion 
and the consequential regulatory effect is also a 
consideration that looms large for business in the 
UK.  

 
The rise of the SAR, however, necessarily 
impacts on the workload of enforcement 
authorities and thought has turned to how best 
to make SARs more comprehensive and promote 
the disclosure of quality intelligence. 
Accordingly, introducing a formal channel for 
the regulated sector to share information, 
without fear of breaching confidentiality or data 
protection restrictions as may have previously 
existed, furthers this objective. The new channel 
is also not without benefits to the regulated 
sector. Although the duty to disclose when the 

2 Europol, “From Suspicion to Action: Converting 
financial intelligence into greater operational impact” 
(2017) available at: 
https://www.europol.europa.eu/publications-
documents/suspicion-to-action-converting-financial-
intelligence-greater-operational-impact.  
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suspicion arises remains absolute, the sharing 
framework presents an opportunity to confer 
with other regulated professionals involved in a 
matter over whether a money laundering 
suspicion is founded. Access to more intelligence 
necessarily means better ability to manage risk. 
The autonomy of a regulated business is also 
preserved as acceding to an information request 
which has come from within the regulated sector 
is voluntary.  
 
Or a cumbersome process? 
 
As at the time of publication, just when the 
framework will commence remains uncertain and 
subject to commencement regulations. However, 
when the detail is explored, the user-friendliness 
of the new framework is questionable. A 
regulated person is only able to disclose 
information if four conditions are satisfied. The 
first, which is uncontroversial, is that both the 
discloser and recipient must be regulated and that 
the information has been obtained by the 
discloser in the course of carrying on regulated 
business. The second condition is that a 
disclosure request has been made by either the 
NCA or the regulated would-be recipient. The 
third condition is that the NCA has been notified 
that the disclosure will be made. Finally, the 
would-be discloser must be satisfied that the 
disclosure of information òwill or may assist in 
determining any matter in connection with a suspicion that 
a person is engaged in money laundering.ó3 Accordingly, 
the satisfaction threshold is low. In essence, 
information may be disclosed if it could have a 
bearing on determining a matter which may then 
confirm or simply relate to a money laundering 
suspicion. 
 
A raft of procedural requirements then attaches 
to the disclosure request and the required NCA 
notification. Notably, notification to the NCA 
that a disclosure is about to be made requires full 
details of the disclosure, including details that òthe 
person giving the notification would be required to give if 
making the required disclosure for the purposes of section 
330…”.4 In other words, all the details that would 
be required to be inserted into a SAR must be 

                                                      
3 Section 339ZB(5).  
4 Section 339ZC(5).  

disclosed. As for the potential to be ‘caught out’ 
– such as where the NCA is notified that a 
disclosure is about to be made to another in the 
regulated sector bearing on a suspicion but the 
would-be discloser has not submitted a SAR in 
relation to the said suspicion – section 339ZD(2) 
provides comfort:  
 

òThe making of a required notification in good 
faith is to be treated as satisfying any requirement 
to make the required disclosure...ó 
 

Beyond this, the sharing regime contemplates the 
submission of joint SARs after a disclosure 
request has been satisfied. However, this too is 
subject to technicalities – a joint SAR must be 
made within either the timeframe set by the 
NCA, if indeed the NCA has requested the 
disclosure, or within 84 days of the date the NCA 

was notified of a pending disclosure.5 And, if no 
joint SAR is coming, the NCA must also be 
notified as soon as practicable.6  
 
On one hand, keeping the NCA informed every 
step of the way means a level of oversight and 
militates against confidential information being 
shared for inappropriate or non-AML reasons. 
On the other hand, the requirement for the NCA 
to be notified at every turn before information is 
disclosed and, indeed, before a joint SAR is even 
contemplated, seems at odds with the reduction 
objective. At its simplest, the NCA will 
potentially review the same information twice – 
when disclosed in advance to the NCA as part of 
the notification process and if and when it 
appears in a subsequent defensive SAR. More 
broadly, the extent of the procedural 
requirements applicable to what is a voluntary 
framework also seems counterintuitive to 
encouraging cooperation within the private 
sector in the fight against money laundering. 
Smaller regulated businesses without dedicated 
compliance teams and cautious about 
maintaining good client relationships may be 
reluctant to participate.  
  
 
 

5 Section 339ZD(6).  
6 Section 339ZE(8)(b).  
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An emerging priority 
 
The advent of the new information sharing 
channel indicates that greater private sector 
involvement in intelligence gathering is an 
emerging priority for international bodies and 
national authorities concerned about money 
laundering.  
 
In May 2016, the NCA launched the Joint Money 
Laundering Intelligence Taskforce (“JMILT”), an 
intelligence sharing pilot which brought together 
UK enforcement authorities, the British Bankers 
Association and more than forty major banks. 
The success of JMILT is expressly referred to in 
the Explanatory Notes expanding upon the 
rationale for the new information sharing 
channel.  
 
Beyond this, at an international level, in June 
2016 the Financial Action Taskforce (“FATF”) 
launched the “Consolidated FATF Standards on 
Information Sharing”, amalgamating into one 
document excerpts of various recommendations 
and Interpretive Notes made over the years 
which touch on the subject of information 
sharing.7 Although none of the excerpts suggest 
that countries should develop a comprehensive 
framework to enable the regulated sector to more 
easily share information, as the UK has chosen to 
do, the Consolidated Standards highlight that for 
some time information sharing within the private 
sector and between the public and private sectors 
has been on the policy agenda. The FATF 
Recommendations, published in 2012, expressly 
recommend that financial institutions involved in 
cross-border banking should be able to request 
customer due diligence (“CDD”) information 

from correspondent banks.8 Recommendation 
17 further permits regulated firms to rely on 
CDD information sourced by other regulated 
firms. Implicit in both recommendations is the 
sharing of information by the private sector.   

                                                      
7 Financial Action Task Force, “Consolidated FATF 
Standards on Information Sharing” (2016) available at: 
http://www.fatf-
gafi.org/media/fatf/documents/recommendations/pdfs/
Consolidated-FATF-Standards-information-sharing.pdf.  
8 Page 11.  
9 Page 3.  
10 Ibid. 

 
In June 2017, FATF also opened to public 
consultation its “Draft Guidance for Private 
Sector Information Sharing”, highlighting that 
further private sector involvement in the fight 
against money laundering is to be expected. 
Notably, the Draft Guidance refers to 
information sharing as “key” to promoting 
financial transparency and protecting the 
integrity of the financial system.9 All, according 
to FATF, stand to benefit from “continuous 
dialogue between the public and private and private 
sectors”.10 The reasons are becoming increasingly 
familiar. More information being shared means a 
better level of intelligence ultimately able 
provided to enforcement authorities. For 
regulated entities, opportunities to confer and 
access more intelligence about a client or work 
stream means a better understanding of the 
attendant risk and, consequently, a better ability 
to mitigate that risk and navigate the choppy 
compliance waters.  
 
Against this background, countries other than 
the UK have also begun to move toward formal 
AML information sharing framework. Australia, 
for instance, has developed a channel for the 
sharing of AML information between the private 
and public sectors. In March 2017, AUSTRAC 
launched the “Fintel Alliance”, the world’s first 
private / public partnership to combat money 
laundering. Central to its activities is the 
exchange of ònear real-time intelligenceó between 
Australian law enforcement agencies, Australia’s 
four largest banks as well as other institutional 
players such as Macquarie Bank, PayPal and 
Western Union.11 Telling of its keen interest in 
further developing private sector information 
sharing, the NCA is the Fintel Alliance’s first 
international collaborator.12   
 
 
 

11 AUSTRAC, “About Fintel Alliance” (2017) available at: 
http://www.austrac.gov.au/about-us/austrac/fintel-
alliance  
12 AUSTRAC, “Fintel Alliance: Operations Hub” (2017) 
available at: 
http://www.austrac.gov.au/sites/default/files/fa-
announcement-operations-hub-v1.pdf  
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Some broader considerations  
 
The JMILT pilot, new sharing framework in 
POCA and NCA interest in the Australian 
project suggests that regulated entities will be 
expected to do more in the fight against money 
laundering in future. However, if private entities 
are to be led further into the fold and information 
channels are to develop between regulated 
entities and to / from the regulated sector and 
enforcement authorities, several issues require 
consideration.  
 
Data protection  
 
At a broader level, an inherent tension exists 
between expectations that the private sector will 
share information and various data protection 
legislative frameworks. In the UK, the new 
regime deftly skirts around the tension by 
providing absolute legal cover to regulated 
entities that disclose information – disclosure 
restrictions “howsoever imposed” are disapplied. An 
expectation that regulated entities will share 
information with each other and with law 
enforcement, however, seems at odds with the 
ever-growing protections applicable to the 
storage and handling of personal data and wider 
discussion of an evolving right to be forgotten. 
Notably, the UK’s new information sharing 
framework in POCA does not contain any 
reference to the age or type of the information 
that an entity may now request from another in 
the regulated sector.  
 
Data protection legislation fundamentally 
prohibits the processing, transfer or sharing of 
personal data. Depending on the framework in 
place in a country, the sharing of personal data 
may require consent. Breach of the prohibitions 
by individuals and corporates can attract criminal 
sanction.  

                                                      
13 Section 29 of the Data Protection Act 1998.  
14 In the UK, see section 333 of POCA and 
Recommendation 21 of the FATF Recommendations 
which states that “Financial institutions, their directors, 
officers, and employees should be prohibited from 
disclosing (“tipping off”) the fact that a suspicious 
transaction report (STR) or related information is being 
filed with the FIU”.   

When AML information is shared between 
regulated entities across borders, such as within a 
corporate group, data protection inconsistencies 
can present difficulties. Not all legislative 
frameworks, for example, contain a “law 
enforcement” exemption to the prohibition on 
personal data disclosure as permissive as that in 
the UK.13 Similarly, not all such exemptions may 
be sufficiently wide to encompass the disclosure 
of AML information to private entities, as 
opposed to public authorities.  
 
Additionally, there are legislative differences as to 
when consent to disclose personal data is 
required as well as how, by whom and in what 
circumstances it can be given. In a money 
laundering context, “consent to disclose” is a red 
herring. Unless a blanket clause permits a 
regulated entity to disclose personal data to third 
parties, obtaining the consent of an individual to 
disclose his or her personal data to another entity 
about a money laundering suspicion would fall 
foul of the “tipping off” offence provisions.14  
 
Inconsistencies in the level of data protection in 
a jurisdiction could also mean, for instance, a UK 
regulated entity could ultimately be sharing 
personal data with a private entity abroad that is 
not subject to equivalently rigorous collection, 
transfer, storage or sharing requirements or 
which is situated in a jurisdiction containing more 
exemptions to data prohibitions. When the 
European Union (“EU”) General Data 
Protection Regulated (“GDPR”) takes effect on 
25 May 2018, EU Member States will have the 
most comprehensive data protections in the 
world.  This contrasts with the level of data 
protection in the United States which are 
contained in a mix of sector-specific, State and 
federal laws, with the latter containing wide 
permissions for disclosure and no provisions 
regarding data retention periods.15   
 

15 European Parliament Directorate-General for Internal 
Policies, Policy Department, “A Comparison between US 
and EU Data Protection Legislation for Law 
Enforcement” (2015) available at: 
http://www.europarl.europa.eu/RegData/etudes/STUD
/2015/536459/IPOL_STU%282015%29536459_EN.pdf  
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Privacy 
 
Associated with the above, greater AML 
information sharing within and involving the 
private sector brings into sharp focus privacy 
concerns. FATF’s Draft Guidance, for example, 
highlights that an assessment for AML risk 
purposes of whether someone is a Politically 
Exposed Person (“PEP”) could easily entail 
identifying a person’s political opinions, sexual 
orientation, or sensitive personal relationship 
with a politically prominent person. AML risk 
assessments may also extend to acquiring 
information on a person’s financial history or 
that of his or her family, or personal background 
such as the geographical locations in which they 
have worked or done business in the past. For a 
regulated firm to disseminate information of this 
kind to another private entity in the absence of 
the individual’s knowledge infringes a right to 
privacy. In the absence of strict data management 
processes, there is scope for adverse 
consequences for the individual. Balancing these 
issues against the need for a sufficiently thorough 
AML risk assessment is no easy task.  
 
Operational challenges  
 
Further practical challenges arise if the 
intelligence channels from and between regulated 
entities are to widen. It is, to an extent, a case of 
needing to build from the ground up. In its Draft 
Guidance, FATF noted that an absence of 
information sharing processes and policies, 
different IT tools and data formats as well as lack 
of knowledge as to the kind of information in the 
possession of the private sector posed a challenge 
to efficient public / private sector information 
sharing. These same issues are just as relevant to 
calls for information sharing to increase within 
the private sector. Aside from the practicalities of 
sharing information that is timely and accessible, 
careful policies and memoranda of 
understanding will need to be developed by 
regulated firms to ensure that confidential 
information is handled appropriately when it is 
disseminated, disclosures are properly logged by 
both parties and that any information shared is 
used only for AML purposes, in other words, the 

                                                      
16 Page 21.  

purpose for which it was requested.16 The 
question also arises, if sensitive AML-related 
information is to be shared between private 
entities, a degree of independent oversight or 
accountability is required.  
 
Trust  
 
There is a further tension which is worthy of 
attention.  If in the fight against money 
laundering regulated entities are expected to 
perform dual roles – that of an intelligence 
agency as well as a business – what are the 
implications for the client relationship and 
business generally? The UK’s information 
disclosure regime in sections 339ZB – 339ZG of 
POCA is voluntary but an individual’s awareness 
that their personal information could now be 
shared with other professionals and subsequently 
with authorities as part of a “real time 
intelligence” programme erodes client trust. As 
presently configured, the information sharing 
provisions in POCA the client would not have 
any  ability to sue for breach of confidence or 
other disclosure restrictions. In the short-term a 
focus on preserving client relationships may 
cause smaller, regulated businesses to refuse 
requests for information to be disclosed under 
the new POCA framework. More broadly, a 
client may become reluctant to provide 
information which may affect the type and 
quality of service that a regulated business 
provides. Greater formalised cooperation 
between private sector entities and, perhaps 
eventually, the private sector and enforcement 
authorities in countries like the UK and Australia 
could even propel transactional business 
elsewhere.  
 
Conclusion   
 
Is it the case that if there is ‘nothing to hide’ 
privacy, data and erosion of trust concerns 
should not matter? This seems simplistic. 
Perhaps more to the point is that to effectively 
combat money launderers the private institutions 
they use should be drawn further into the 
intelligence gathering and investigation process. 
The complex nature of transactions and speed at 
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which they are facilitated is a reason for 
developing more frameworks to make it easy for 
regulated entities to share information with each 
other and with the authorities. There is a line of 
travel in this direction but the broader issues 
identified in this piece first merit consideration. 

Further, as information sharing continues to 
evolve, it might also be queried what some of the 
largest private institutions, with a trove of 
potential intelligence at their fingertips, will 
expect from enforcement authorities in return.    

 

 
Suspicion and the Information Sharing Regime 

 
By Ailsa McKeon  

 
This piece examines the information sharing regime with a particular focus on the Suspicious Activity Reporting regime and 

questions whether businesses in the regulated sector will utilize the information sharing regime.  
 

 

In April 2016, the Conservative Government 
published its ‘Action Plan for Anti-Money 
Laundering and Counter-Terrorist Finance’ 
(‘Action Plan’).  The Action Plan was said to 
represent “the most significant change to our anti-money 
laundering and terrorist finance regime in over a decade”.17  
It followed on from the 2015 National Risk 
Assessment for Money Laundering and Terrorist 
Financing, which aimed to assist the streamlining 
and improved efficiency of anti-money 
laundering efforts.18 The very first step listed in 
the Action Plan was reform of the Suspicious 
Activity Reports (SARs) regime, while improved 
information sharing within the private sector, as 
well as with law enforcement agencies, was also a 
high priority.  The Home Office, by its 
introduction of new money laundering 
provisions in Chapter 2 of the Criminal Finances 
Act 2017 has sought to realise these aims.  
 
This article will examine some impacts of section 
11 of the Criminal Finances Act 2017, on sharing 
of information within the ‘regulated sector’, with 
particular focus on implications for the SARs 
regime.  Four areas of concern will be considered: 
first, the low threshold for disclosure; secondly, 
‘required notification’ and ‘joint disclosure 
reports’; thirdly, impacts on legal professional 
privilege; and finally, the effectiveness of the new 
regime. 

                                                      
17 Home Office and HM Treasury, ‘Action plan for anti-
money laundering and counter-terrorist finance’ (April 
2016) available at: 
<https://www.gov.uk/government/uploads/system/upl
oads/attachment_data/file/517992/6-2118-

The need for change 
 
Before delving into those critiques, it is necessary 
to examine the justification for the changes 
sought.  The Action Plan described SARs as “a 
critical intelligence resource,é provid[ing] important 
opportunities for law enforcement agencies to intervene to 
disrupt money launderingé and build investigations 
against those involved.”19  Vast numbers of SARs are 
now made each year, totalling over 380,000 in the 
2014/15 year.  The number of reporters, 
however, is relatively small: in the same year, 
there were only 4,872 individual reporters, with 
retail banks providing 83.4% of all SARs.20 
 
In 2015, the Home Office conducted a review of 
the SARs regime, as part of which it consulted 
with stakeholders outside and within the 
‘regulated sector’ (i.e. businesses subject to the 
Money Laundering Regulations 2007, broadly 
encompassing those in the financial, legal and 
accountancy sectors).  A key outcome of that 
review process was the determination that “the 
most effective way for the UK to improve its response to the 
threat from money laundering and terrorist finance is 
through stronger partnership working between the public 
and private sectors, and through jointly identifying and 

Action_Plan_for_Anti-Money_Laundering__web_.pdf>, 
p. 3. 
18 See ibid, [1.16]-[1.19]. 
19 Ibid, [2.4]. 
20 Ibid. 
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tackling those entities ð individuals, companies, and 
others ð that pose the highest risk”.21 
 
This new, risk-based approach was considered 
necessary due to the speed and volume with 
which financial transactions today take place.  
According to the Action Plan, greater 
information sharing “will enable firms to better 
understand the risks they face and to submit higher quality 
SARs as a result.”22  In order to facilitate 
information sharing, there was a perceived need 
to create “legal ‘safe harbour’ provisions”, 
shielding sharing from challenge in civil courts 
via existing laws around data protection, privacy 
and confidentiality.23  Section 11 of the Criminal 
Finances Act 2017 contains amendments to the 
Proceeds of Crime Act 2002 (‘”POCA’) purporting 
to give effect to these objects (new sections 
339ZB – 339ZD).  However, it is questionable 
whether those provisions will succeed in doing 
so. 
 
A low bar 
 
First, section 339ZB permits a person to disclose 
information if each of four cumulative 
conditions is met.  The most significant of these 
for present purposes is the final criterion: the 
person must be satisfied that the disclosure of the 
information “will or may assist in determining any 
matter in connection with a suspicion that a person is 
engaged in money laundering”.  Plainly, this threshold 
is not difficult to meet: the information to be 
disclosed need not be probative of even the 
suspicion. Instead, it must merely have the ability 
to assist in determining something connected to 
such a suspicion.   
 
So, for example, if A, a bank, suspects that B, a 
client, is engaged in money laundering, the matter 
in connection with that suspicion might be the 
provenance of that client’s money.  It is difficult 
to identify a personal detail that would not have 
the possibility of aiding determination of that 
matter: for example, a client’s former name, 
travel destinations, business or employment 
information, phone number, address, or the 
identity of any individual transacting with the 

                                                      
21 Ibid, p. 6. 
22 Ibid, [2.11]. 

client might all be capable of suggesting 
something about where the money came from, 
whether directly or indirectly.  It is worth 
comparing this with the standard under the 
section 330 offence of ‘failure to disclose’ 
suspicions of money laundering.  Section 330 
requires disclosure of “information or other 
matter (a) on which [a person’s] knowledge or 
suspicion [that another person is engaged in 
money laundering] is based, or (b) which gives 
reasonable grounds for such knowledge or 
suspicion”. In other words, a positive duty to 
disclose information only arises under section 
330 where a suspicion is held or where it 
reasonably ought to be held.  
 
In contrast, it is only necessary under section 
339ZB that the discloser be satisfied that the 
disclosure might assist in connection with a 
suspicion.  The test is a purely subjective one.  So, 
if the bank considered a client’s past transactions 
may assist in determining where the client’s 
money came from, it could disclose that 
information.  Importantly, as the information 
need not be probative of the suspicion, the 
transactions disclosed might relate to other 
matters – showing, for example, that money did 
not pass through the account for the purposes of 
money laundering but from some other source 
that the client would prefer not to be disclosed, 
whether criminal or innocent.  
 
‘Required Notifications’ – cause for 
suspicion? 
 
The third condition for disclosure under section 
339ZB is the notification of an authorised officer 
of the NCA.  If the disclosure is requested by an 
NCA authorised officer, the notification need 
only state that information is to be disclosed 
under section 339ZB(1), but if requested by 
another person, further details must be given.  
These details are specified by reference to section 
330 (the offence of failure to disclose in the 
regulated sector), which requires the identity of 
the person suspected of money laundering and 
the whereabouts of the laundered property to be 
included, if known.  In addition, a requesting 

23 Ibid, [2.18]. 
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person must provide the information on which 
the requesting person’s knowledge or suspicion 
as to money laundering is based, or which gives 
reasonable grounds for such knowledge or 
suspicion, if that information came to the 
disclosing person in the course of his or her 
business in the regulated sector.  
 
Importantly, however, nowhere do the money 
laundering provisions require that the requesting 
party must hold, or have reasonable grounds for, 
such a suspicion.  Subsections 339ZC(1) and (2) 
come close, requiring that a disclosure request 
state “that it is made in connection with a suspicion that 
a person is engaged in money laundering”, as well as 
specifying the grounds for that suspicion.  Yet, 
there is no clear requirement that a suspicion 
ought to be held by the requesting party.  Instead, it 
is intimated by two factors.  The first is the 
mandate of subsection 339ZC(5)(d) to “provide all 
such other information that the person giving the 
notification would be required to give if making the 
required disclosure for the purposes of section 330ó, 
where section 330 deals only with a person who 
does or should know of or suspect money 
laundering.  Secondly, the disjuncture between 
knowing of reasonable grounds for suspicion but 
not holding such suspicion would also suggest 
that a requesting person should themselves 
suspect.  
 
Arguably however, the provision is wide enough 
for disclosure to be requested pre-suspicion, so 
that a regulated entity can engage in information 
sharing before a suspicion is formed. It would, 
however, be preferable for the position to be 
express, this having been a key concern of the law 
reform process.  During the Public Bill 
Committee’s deliberations, Executive Director of 
the Financial Conduct Authority, Nausicaa 
Delfa, stated: 
 

òéthe one proposal we would make is 
for the threshold for sharing information 
to be lowered, so that institutions can 
share information when they see 
unusual activity and not just when they 
actually have enough information to 

                                                      
24 House of Commons Parliamentary Debates, Public 
Bills  Committee – Criminal Finances Bill, First Sitting, 15 
November 2016 available at 

have a suspicion, because then they have 
to file a SAR. I know that there would 
need to be safeguards and that we would 
need to look into the matter in more 
detail, but the biggest benefit from our 
perspective would be to enhance that and 
therefore get better quality, rather than 
quantity, of information going to law 
enforcement.ó24 

 
Plainly, this difficulty has not been wholly 
resolved. 
 
Joint disclosure reports 
 
Further, under section 339ZD, the making of a 
required notification in good faith provides an 
exemption from criminal responsibility under 
sections 330 and 331 for failures to disclose 
suspicions of money laundering.  The making of 
a ‘joint disclosure report’ pursuant to sub-
sections 339ZD(4)-(7) falls within this 
exemption.  A ‘joint disclosure report’ for these 
purposes is a report to an NCA authorised officer 
made, as a minimum, by a person disclosing and 
a person who has requested information “in 
connection with a suspicion of a person’s 
engagement in money laundering”. A joint 
disclosure report must identify the suspected 
person, explain the extent to which there are 
continuing grounds to suspect their engagement 
in money laundering and what those grounds are, 
and provide any other information relevant to the 
matter.  
 
There are two points to note about joint 
disclosure reports.  First, a report must be 
prepared after the making of a requested 
disclosure – which also means that it must follow 
the making of a required notification to the NCA 
by the requesting party.  That being the case, the 
information provided in a joint disclosure report 
will, at least in part, duplicate the content of a 
notification.  It is true that some of the 
information will be new, being derived from the 
disclosing party. However, it is unclear why it is 
more efficient to go beyond informing the NCA 
of the requesting party’s suspicions and the belief 

<https://publications.parliament.uk/pa/cm201617/cmp
ublic/CriminalFinances/PBC_Criminal%20Finances%20
1-2%20sits%2015.11.16.pdf> at 41. 
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that the prospective disclosing party might be 
able to assist, leaving it to the NCA to decide 
whether to explore further.  Given the low bar as 
to the degree of probity and relevance shared 
information must have, it seems the NCA will 
simply be inundated with more low-quality 
information, rather than simply given an 
enhanced capacity to identify potential areas of 
interest from an overarching perspective.  The 
privacy concerns that arise around sharing of 
confidential information between private entities 
demand that a satisfactory justification be given, 
and yet none is. 
 
Secondly, sub-section 339ZD(5)(d) creates an 
obligation to “provide any other information 
relevant to the matter”.  This point is significant 
because the making of a joint disclosure report 
provides a ‘defence’ to an offence under sections 
330 or 331.  If the report does not meet the 
mandatory requirements, a criminal conviction 
may ensue.  Naturally, perspectives of what is 
relevant will differ as between members of an 
expert crime investigation agency and employees 
of private corporate entities.   
 
Moreover, the test of relevance from an 
evidentiary perspective is ordinarily whether one 
fact tends rationally to prove or disprove another 
fact in issue.  Yet, the issue is not so 
straightforward in this case.  First, it is not clear 
that to be ‘relevant’, the information need have 
probative value, because even information to be 
disclosed (and here, we are talking merely about 
notification) need not be probative.   
 
Secondly, it is entirely ambiguous what “the 
matter” is.  Insofar as sub-section (5)(c) refers 
specifically to “the suspicion”, it may be 
understood that the two are not synonymous.  
Nor does use of the word ‘matter’ appear 
consistent with its utilization in other provisions 
of Chapter 2 such as sub-sections 339ZE(2), (5), 
(7), (8) and (10).  There, it is employed to refer to 
a piece of information.  ‘Matter’ as used in sub-
section 339ZD(5)(d) appears to refer more to a 
question or issue to be resolved, as also in sub-
sections 339ZB(5) and (6), for example.  On that 

                                                      
25 House of Lords Parliamentary Debates, Delegated 
Powers Committee – Criminal Finances Bill, First Sitting, 
28 March 2017, vol 782, 498 available at 

reading, if “the matter” is the issue of whether 
someone is involved in money laundering, then it 
is difficult to see what might be relevant to that 
“matter” but not “the suspicion”.  If it is not, the 
question arises of what the matter is and where 
limits of relevance to it lie.  The criminal 
consequences of failure to meet the test of 
relevance render this ambiguity unacceptable.  
The principle that, in case of ambiguity, a 
criminal provision ought to be construed strictly 
in favour of the defendant offers little peace of 
mind to individuals making frontline decisions.  
Over-disclosure is therefore the likely 
consequence, again contrary to the objective of 
increasing SAR quality. 
 
Questions of confidence 
 
Section 339ZF(1) of the Criminal Finances Act 
2017 states that  

“A relevant disclosure made in good faith 
does not breach—  

(a) an obligation of confidence owed by 

the person making the disclosure, or Ο 
(b) any other restriction on the disclosure 
of information, 

however imposed.” 
 
During the Committee stage of the House of 
Lords’ consideration of the Act, a question was 
raised as to the impact of s 339ZF(1) on legal 
professional privilege and whether the existing 
law in that respect would require amendment.  
The answer provided by Baroness Williams of 
Trafford was in the negative: “The lawyer role is 
unchanged, and the lawyer has the same 
responsibility to file a SAR if he has a relevant 
suspicion. It will be a question of the facts in each 

case.”25 
 
Lawyers are, however, likely to be less sanguine: 
the purpose of legal professional privilege is to 
permit clients to speak candidly with their legal 
advisors, revealing all information relevant to the 
issue at hand.  Any obligation to provide 
information received from a client in confidence 
is likely to put such candour at risk.  The fact that 

<https://hansard.parliament.uk/lords/2017-03-
28/debates/1FD25E98-DF29-47CF-9967-
4C24F82D0965/CriminalFinancesBill>. 
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she cannot be sued or proceeded against by a 
regulatory authority for breaching confidentiality 
is unlikely to put a lawyer’s mind at ease: even the 
possibility of disclosure may affect clients’ trust, 
jeopardising lawyers’ ability to represent their 
clients’ best interests insofar as clients may 
choose not to tell the whole story.  It is salient to 
note that similar concerns were raised around US 
legislation on suspicious transaction reporting.26 
 
While the SAR regime remains voluntary, if a 
lawyer or legal practice declines to provide 
information requested, this will effectively put 
the requesting party, including the NCA, on 
notice.  Albeit that such notice would only be as 
to the basis for a suspicion, this situation is 
perhaps akin to that in a criminal trial where, even 
if acting on legal advice, a defendant’s silence may 
lead to an inference of guilt.  It would perhaps, at 
best, be a waste of public resources and, at worst, 
counterproductive were clients seeking advice on 
future compliance with money laundering 
regulations then prosecuted or detrimentally 
affected for (at least inadvertent) past failures. 
 
Interestingly, the risks of abrogating legal 
professional privilege are recognised in the 
ordinary SAR regime: section 330(6)(b) creates 
an exception to the offence of failing to disclose 
money laundering where the person is “a 
professional legal adviser and the information or 
other matter came to him in privileged 
circumstances”.  There is a strong case for the 
same exemption to exist under the new, shared 
information regime.  

Conclusions: will it w ork? 
 
Arguably, the answer to this question is no.  The 
drafting of section 11 is almost impenetrable, 
with excessive use of defined terms and cross-
referencing making the task of the NCA and 
private sector entities difficult and uncertain.  
Additionally, two major issues raised during 
Parliamentary debates on these provisions were 
the need for the quality of SARs to be improved 
and the fact that agencies lack sufficient 
resources to address more than a minority of 
SARs meaningfully.  On its face, it is difficult to 
see how the provisions of Chapter 2 address 
either.   
 
As regards SAR quality, although there may now 
be more input from different sources, it will not 
necessarily be streamlined or tightened up.  The 
lower threshold for disclosure of information, 
alongside a higher threshold for requesting it, 
accompanied by mandatory reporting to the 
NCA, means that any needles are likely to get lost 
in ever growing haystacks. 
 
Obviously, the question of resourcing is not one 
for framework legislation.  However, it is 
something that the government should take 
seriously in operationalizing these new 
provisions.  Unless crime prevention agencies are 
given sufficient funds and technologies to carry 
out their legislative mandates, law reform is all for 
nought.   

 
 
 

 

 

 

 

 

 

 

 

                                                      
26 See, e.g., Edward J. Krauland, James E. Roselle, Ramon 
Mullerat, ‘Comments to the American Bar Association 
Task Force on Attorney-Client Privilege Pertaining to the 

Gatekeeper Initiative, the Attorney-Client Privilege and 
Client Confidentiality, and International Perspectives on 
Legal Professional Privilege’, 5 May 2005, pp. 5-6. 
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The Obligation to Conduct Investigations Diligently and Expeditiously: A Safeguard? 

 

By Natasha Reurts 

 

This piece focuses on the extension to the moratorium period and examines whether the requirement to demonstrate that the 
case has been investigated diligently and expeditiously, a condition that needs to be considered by the Crown Court in 

determining whether to grant an application to extend the moratorium period, acts as a safeguard against unduly lengthy 
delays.  

 

The Criminal Finances Act 2017 (“the Act”) 
represents a significant advancement in the 
approach to investigation and prosecution of 
financial crime in the United Kingdom (“UK”).  
Three provisions of the Act modify the money 
laundering reporting regime in the Proceeds of 
Crime Act 2002 (“POCA”). These amendments 
include the introduction of an information 
sharing regime affecting the regulated sector and, 
the topic with which this piece is concerned, the 
power to extend the moratorium period 
following a Suspicious Activity Report (“SAR”). 
  
The moratorium period  
 
Currently, regulated sector entities, which mostly 
comprise financial and professional service 
sector entities, are required to disclose 
information relating to the knowledge or 
suspicion of money laundering to the UK’s 
National Crime Agency (“NCA”) in a SAR. 
Submitting a SAR to the NCA provides the 
reporting entity a defence to POCA’s principal 
money laundering offences, regardless of 
whether the entity operates within the regulated 
sector. Presently, as we await the commencement 
of the amending provisions, the submitting entity 
is deemed to have received consent to proceed 
with the suspicious or ‘prohibited’ act if after 
seven (7) working days, the NCA does not notify 
the entity that consent is refused. Alternatively, 
the NCA can notify the entity within seven (7) 
working days that consent is refused and that no 
further action is permitted for a further 31 
calendar days from the date of refusal. This 31 
calendar day period is referred to as the 
‘moratorium period’ and can be thought of as the 

                                                      
27 This is defined in the Act and may include a member of 
the police, HMRC or the NCA.  
28 Section 336A(1)(a). 
29 Section 336A(1)(b). 

period pending consent from the NCA. During 
the moratorium period, investigative authorities 
and law enforcement gather information and 
evidence necessary to instigate civil recovery 
proceedings or commence a criminal 
investigation into suspected money laundering 
and the reporting entity is barred from furthering 
the transaction or performing the ‘prohibited’ 
act. In effect, the reporting entities’ hands are 
tied.  
 
The new regime 
 
Section 10 of the Act, which inserts section 336A 
into POCA, provides the power for the extension 
of the moratorium period beyond the current 31 
calendar days. Section 336A of POCA will 
empower the Crown (or Sherriff’s) Court, upon 
an application from a senior office of law 
enforcement,27 to extend the moratorium period 
if the Court is satisfied of the following four 
conditions. First, that “an investigation is being 
carried out in relation to a relevant disclosure (but has not 
been completed)ó.28 Secondly, that “the investigation is 
being conducted diligently and expeditiouslyó.29 Thirdly, 
that “further time is needed for conducting the 
investigationó.30 And, lastly, that “it is reasonable in all 
the circumstances for the moratorium period to be 
extended.ó 31 Section 336A(3) provides that the 
application for extension “must be made before the 
moratorium period would otherwise endó.32 Section 
336A(4) states that “[a]n extension of a moratorium 
period must end no later than 31 days beginning with the 
day after the day on which the period would otherwise 
endó. 33 Section 336A(5) contains the mechanism 
for a senior officer to make an application for an 
extension on more than one occasion with the 

30 Section 336A(1)(c). 
31 Section 336A(1)(d). 
32 Section 336A(3). 
33 Section 336A(4). 
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important proviso appearing in section 336A(7) 
that òéthe court may not grant a further extension of a 
moratorium period if the effect would be to extend the 
period by more than 186 days (in total) beginning with 
the day after the end of the 31 day periodéó 34 The 
effect of the amendments are to extend the 
current 31 days period within which the reporting 
entity is required to ‘hit the pause button’ on the 
transaction or prohibited act by up to 7 months.35 
Application to the Court is required before the 
expiry of each 31 day period.36 The potential 
commercial impracticability of such a delay is 
canvassed below. 
 
Section 10 of the Act also inserts section 336B 
into POCA. Section 336B provides 
supplementary information in relation to an 
application to extend the moratorium period. 
Section 336B(3) provides that the Court has the 
power to exclude, “from any part of the hearingó, any 
interested person and anyone who represents the 
interested person.37  An interested person is 
defined widely. Section 336D(3) of POCA 
defines the term as “the person who made the relevant 
disclosure, and (b) any other person who appears to the 
person making the application under section 336A to 
have an interest in the relevant property.ó38 “An 
interest” is not defined and will be fact-specific. 
At a minimum, it would include the regulated 
person who submitted the SAR, any one 
appearing to have a legal or beneficial interest in 
the suspected criminal property and possibly 
others named in the SAR is concerned. Naturally, 
it would also include legal representatives and it 
is likely that such applications for exclusion will 
be contested as it is the first port of call in 
resisting an extension application.  
 
Separately, section 336B(4) permits the 
withholding of specified information relied upon 
by the extension applicant from any interested 
person or representatives.39 The Court can only 
make such an exclusion order if it is satisfied that 

                                                      
34 Section 336A(7). 
35 Inclusive of the initial 31 day moratorium period.  
36 Section 336A(3),(4).  
37 Section 336B(3). 
38 Section 336D(3)(a)-(b). 
39 Section 336B(4). 
40 Section 336B(5)(a)-(e). 

òthere are reasonable grounds to believe that the specified 
informationó, if disclosed, one of the five 
enumerated consequences outlined in section 
336B(5)(a)-(e) would follow. Those 
consequences include that the possibility that 
“evidence of an offence would be interfered with or 
harmedó, that “the gathering of information about the 
possible commission of an offence would be interfered 
with,ó “a person would be interfered with or physically 
injuredó, that “the recovery of property under this Act 
would be hindered,ó or that the “national security would 
be put at risk.ó40  
 
Consequences of an extended moratorium 
period 
 
The rationale for the introduction of the power 
to extend the SAR moratorium period is 
attributed to the insufficient amount of time the 
NCA, and other law enforcement authorities, 
have to respond to the intelligence provided by 
the private sector. This is particularly so in 
complex cases where information might be 
needed from overseas, obtained by way of mutual 
legal assistance requests. By extending the 
moratorium period in the manner outlined above 
the hope is that law enforcement agencies will be 
better placed to make use of the intelligence 
provided in a SAR. In short, law enforcement 
should have sufficient time not only to make 
more informed decisions but to determine 
whether or not to apply for property freezing 
orders.  
 
The Government’s impact assessment specific to 
the SARs moratorium extension41 details the 
proposed costs, benefits and risks associated with 
the extension powers. As to costs, the assessment 
appropriately addresses the court costs involved 
in attending the Crown Court for extension 
applications and estimates an annual cost of 
£38,925.42 Setting aside questions of accuracy of 
the estimated cost, the cost in respect of time and 

41 Home Office, Impact Assessment SARS Moratorium 
Extension (Revised) (10 January 2017 – Updated) 
available at: 
<http://www.parliament.uk/documents/impact-
assessments/IA17-001B.pdf>. 
42 Ibid, at 6. On the estimate that each extension 
application would take, on average, half an hour in length 
and cost £225.  
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money on an already resource- strained 
organization such as the NCA is not fully 
canvassed or addressed. Moreover, the impact 
assessment is silent on details of costs incurred in 
returning to the Crown Court, in theory on six 
separate occasions, seeking  further extensions of 
moratorium period. The impact assessment is 
also silent on another costs issue  –  the potential 
costs liability incurred following an unsuccessful 
extension application. Can a non-excluded 
interested party to the litigation recover costs as 
against UK law enforcement authorities 
following an unsuccessful extension application? 
A further complicating factor arises. How does 
an interested party to the litigation seek to 
recover its costs incurred from a client without 
breaching the tipping off provisions of POCA? 
These questions remain unexplored and 
unanswered.  
 
Despite well placed intentions to better the 
money laundering reporting regime, the 
consequences for business can be problematic 
and the costs dire. Increasing the moratorium 
period by up to a further 6 months has concerned 
entities operating in the regulated sector, 
especially those whose work is high value and 
time critical. The reputational costs associated 
with the delay in processing transactions as a 
result of the moratorium period is recognised by 
Government.43 However, two further potential 
consequences, which go beyond the obvious 
practical and commercial challenges triggered by 
such an extensive delay, can be identified.  
 
First, reporting entities may be discouraged from 
filing a SAR in fear of such an extensive 
moratorium period. Alternatively, at the very 
minimum would-be reporters will now be more 
cautious when it comes to submitting SARs. 
Once the new information sharing regime, which 
operates in the background, is factored in it may 
be the case that would-be reporters will turn to 
other regulated sector entities to obtain 
information to confirm the existence of a money 
laundering suspicion before submitting a SAR. 
Whether this will lead to higher quality 
intelligence or a reduction in the number of SARs 

                                                      
43 Ibid, at 8. 

simply because regulated persons fear the 
commercial impact of lengthy delay remains to 
be seen. Put simply, it is arguable that with the 
increased potential for transactions to be ‘killed 
off’, cautious reporters may want to have their 
suspicions either confirmed, or at a minimum, 
corroborated by shared information before 
submitting a SAR and potentially exposing their 
firm, transaction and client to a 6 month 
interruption. Despite concerns that fear of 
practical delays will dissuade entities from 
submitting SARs, it is important to remember 
sections 330 and 332 of POCA which impose a 
legal duty on the regulated sector and nominated 
officers to submit a SAR when a money 
laundering suspicion arises. Failure to do so may 
expose the individual/entity to criminal liability. 
Again, it is too early to tell whether, or if at all, 
the legal obligation to disclosure in POCA will 
come into conflict with the regulated sectors 
fears.  
 
Secondly, there exists the potential for increased 
litigation. Parties, albeit in a small number of 
cases,44 have previously sought the assistance of 
the Courts, in the form of declaratory relief, in 
order to side-step the existing moratorium 
provisions in POCA. Although this relief is only 
provided in exceptional circumstances, it is not 
entirely without possibility that parties will turn 
to the Courts, in greater numbers, seeking 
declaratory relief as a result of the lengthened 
moratorium period and the resultant freezing of 
transactions.  
 
Separately, what of the consequences for the 
client, the subject of the SAR? Hereto, a question 
also arises as to whether the commercial 
complications deriving from a SAR, which may 
ultimately be found to be baseless, could expose 
the reporting entity to civil liability . 
 
Moreover, as has been pointed out extensively, 
such a significant extension of the moratorium 
period will make it increasingly difficult for the 
reporting entity to keep the reason for delay in 
completing the transaction from the client. 
Consequently, the risk of falling foul of the 

44 See, for example, NCA v N and Royal Bank of Scotland plc 
[2017] EWCA Civ 253. 
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tipping off provisions of POCA is enlarged.  This 
is likely to affect business differently and 
according to the services sector they operate in. 
Some might choose to de-risk and cease acting 
for certain clients though this is not the intention 
of the legislation. Others, however, may be 
unable to do the same with such ease or may not 
wish to do so. In these cases, they will be 
subjected to increasing pressure from clients in 
cases where there is an extension to the 
moratorium period. The regulated sector has 
already raised the challenges associated with 
ceasing work on a transaction whilst, at the same 
time, ensuring that they do not tip off the client. 
These challenges are sure to become harder and 
more pronounced the longer the moratorium 
period is extended. Quite how a reporter abates 
working on a transaction and maintains a client 
relationship without tipping the client off for 186 
days is not only a hard ask, but will provide for 
some interesting case studies if it can be done.   
 
As we are yet to see how the new regime will play 
out in practice, unfortunately regulated entities 
who may be affected by such an enlarged risk will 
have to rely on NCA and Crown Court 
recognition of such difficulties and 
impracticalities caused by the extended 
moratorium period. However, on one view, a 
safeguard has been built into the extension 
scheme; namely the requirement for the law 
enforcement senior officer seeking the extension 
to satisfy the court, amongst the conditions 
stated above, that the investigation is being 
conducted òdiligently and expeditiouslyó. The 
regulated sector may draw some comfort from 
the operation of the safeguard. 
 
A Built -in Safeguard? 
 
Criminal law practitioners, particularly those 
familiar with police bail and custody time limits, 
will recognise the threshold requirement of 
conducting investigations diligently and 
expeditiously in applications for extensions. 
Indeed, a similar requirement appears in the 
Policing and Crime Act 2017 45 and the Prosecution of 
Offences Act 1985, specifically section 22 which 

                                                      
45 For example, see section 63 of the Act, which amends 
Part 4 of the Police and Criminal Evidence 1984 Act 
(“PACE”).  

deals with custody time limits. Custody time 
limits were originally designed to protect 
unconvicted defendants by placing a legal burden 
on the prosecution to progress cases with due 
diligence and expedition. As separate and distinct 
from business activity, human rights 
considerations are triggered in any discussion of 
police custody and pre-trial detention by virtue of 
Articles 5 and 6 of the European Convention on 
Human Rights, and corresponding provisions in 
the Human Rights Act 1998.  
 
Principles and case law in relation to custody time 
limits and the requirement to proceed with due 
diligence and expedition can be used as helpful 
starting point to infer what the Crown Court may 
have regard to with respect to moratorium 
extension applications.  
 
In R v Governor of Winchester Prison, ex parte Roddie 
[1991] 2 All ER 931, the Court held that an 
objective test applies with respect to the 
requirement. It is insufficient for the prosecution 
to state that they have ‘done their best’ to 
investigate and progress the matter in difficult 
circumstances, which includes staff shortages.46 
However, it is not uncommon to see the State 
being afforded a wide margin in seeking 
extension applications. This trend is particularly 
discernible in areas associated with criminal 
property, such as asset forfeiture applications. 
Thus, whether the deference to difficult 
circumstances will be extended to resource 
limitations more generally, in the context of NCA 
investigations, is an open question.    
 
As regards the requirements to establish due 
diligence and expedition, the comment of Lord 
Chief Justice Bingham in R v Manchester Crown 
Court, ex parte McDonald [1999] 1 WLR 841 is 
particularly enlightening:  
 

“To satisfy the court that this condition [is met 
the prosecution need not show that every stage of 
the preparation of the case has been accomplished 
as quickly and efficiently as humanly possible. 
That would be an impossible standard to meet, 
particularly when the court which reviews the 

46 See also R (Raeside) v Luton Crown Court [2012] 4 All ER 
1238. 
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history of the case enjoys the immeasurable benefit 
of hindsight. Nor should the history be approach 
on the unreal assumption that all involved on the 
prosecution side have been able to give the case in 
question their undivided attention. What the 
court must require is such diligence and 
expedition as would be shown by a competent 
prosecutor conscious of his duty to bring the case 
to trial as quickly as reasonably and fairly 
possible. In considering whether that standard is 
met, the court will of course have regard to the 
nature and complexity of the case, the extent of 
preparation necessary, the conduct (whether co-
operative or obstructive) of the defence, the extent 
to which the prosecutor is dependent on the co-
operation of others outside his control and other 
matters directly and genuinely bearing on the 
preparation of his case for trial.ó47 [Emphasis 
added] 
 

Transposing this requirement to the money 
laundering regime in POCA, law enforcement 
authorities seeking an extension to the 
moratorium period could be required to show the 
Court that every stage of the investigation of the 
case has been accomplished as diligently and 
expeditiously as would be expected from a 
competent prosecutor.    
 
What will the safeguard mean for the 
moratorium extension regime? 
 
The regulated sector may draw comfort from the 
evidential difficulty a senior law enforcement 
officer would encounter in seeking a further 
extension (i.e. the second 31 calendar day 
extension) to the moratorium period.  Arguably, 
the second, third, fourth, fifth or sixth 
application for an extension to the moratorium 
period will have to be substantiated with fresh 
evidence of due diligence and expedition. 
Depending on the threshold applied in order to 
be ‘satisfied’, this could present evidential 
difficulties the further down the extension track.  
 
 
 
 

                                                      
47 at p 847. 

Lastly, questions of  fairness and practicality need 
to be considered, particularly in circumstances 
where the interested party, or anyone 
representing the interested party, is excluded. If 
the moratorium extension applications are to be 
ex parte, it will be difficult for the regulated sector 
to monitor the development of case law,  keep 
abreast of good practice in the area and to know 
what practically constitutes “diligent and 
expeditious” investigation of a SAR.  Although it 
is noted that these issues affect other kinds of 
closed proceedings, the rights of other interested 
parties to the litigation need to be protected. 
Further down the track it may be appropriate to 
give some thought as to whether or not the 
moratorium extension application system 
warrants the appointment of a Special Advocate 
to represent the interested persons interests in a 
private hearing.  
 
By incorporating a due diligence and expedition 
threshold into an application for extension of the 
moratorium period, the requirement may act as a 
safeguard by placing pressure on law 
enforcement authorities to progress the 
investigation in a timely and efficient manner. At 
a minimum, the safeguard can be used by a non-
excluded respondent as ammunition with which 
to resist any further 31 calendar day extension. 

 


